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T
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V
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O

V
E

R
N

M
E

N
T

 A
G

E
N

C
Y

 W
E

B
SIT

E
 

R
E
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 T
aipei, A

ug. 12 (C
N

A
) T

he 

w
ebsite

of the N
ational A

ssem
bly w

as 

hacked
T

hursday for the second tim
e in a 

w
eek, causing

the paralysis
of a m

ainfram
e 

com
puter. 

It is believed that the N
ational A

ssem
bly's 

w
ebsite w

as hacked
by a m

ainland C
hinese

com
puter specialist follow

ing
a previous

intrusion T
uesday, in w

hich som
e

fi les w
ere 

replaced. T
hursday's attack w

as
m

ore 

serious, how
ever, as viruses introduced into

the system
 by the hacker dam

aged
com

puter 

. 

O
n M

onday, M
arch 10, IB

M
's technical division w

as 
perform

ing a routine replacem
ent of a defective 

electrical unit in an IB
M

 disk system
, type R

V
A

 (the 
disk system

 used for storage of data in D
B

2 database 
softw

are), at D
M

data's
operating installation in E

jby. 
D

uring the repair process, there w
as an electrical 

outage in the disk system
, and the result w

as that 
operations stopped at one of the B

ank's tw
o operating 

centres (E
jby) as of 16:08 C

E
T

N
ovem

ber
01, A

ssociated P
ress
—

E
xchange resum

es 
activity. T

he T
okyo S

tock E
xchange

(T
S

E
) suspended trading

in m
oststocks and bonds the 

m
orning

of T
uesday, N

ovem
ber

1, follow
ing

a glitch
in 

its
transactions system

, but w
as

able to resum
e activ
ity

for part of the

afternoon
session. 
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G
eneral G

oals

W
e 

aim
 

at 
im

proving 
existing 

and 
exploiting 

enabling technologies to response to the set of 
problem

s of netw
ork m

anagem
ent autom

ation
. 

T
he essence of A

utonom
ic M

anagem
ent is the ability 

for a 
system

 to self-govern its behavior w
ithin the constra

ints of 
business goals that the system

 as the w
hole try to 

achieve
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U
nderstand

(global decision)

P
olicies, rules, 

goals, constraints

N
etw

ork

Local environm
ent

S
ee (analyse, filter)

S
ensors

R
eact

(local decision)
A

ct
E

ffectors
Instinct loop
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B
usiness goals description

T
o m

onitor business goals, the dem
onstrator provide tools 

to create, describe, link
high-level services based on 

other services and/or netw
ork resources.
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H
ave a look on services:

Low
-level services:

�
H

osted by a device
�

P
roviding a «

basic
»

function
�

M
onitored by S

N
M

P
/S

yslog-N
G

/W
eb S

ervices
�

C
haracterized by a scope

H
igh level services:

�
A

 pure abstraction to describe the m
onitored system

�
D

epends on one or m
any low

-level services
�

M
onitored by underlying perform

ance/availability m
etrics 

com
position

�
C

haracterized by a scope
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Inter-dom
ain services

V
ery often, one cannot m

anage the w
hole service chain: 

m
any actors operate to provide an end-to-end service.

T
hat fact is represented here by the “dom

ain”
concept: 

som
ething that w

e are unable to directly act on, but w
ith 

w
hich w

e could negotiate and exchange som
e “S

LS
”
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G
raphical display

S
ervices are built to m

onitor business oriented 
objectives

G
raphs are autom

atically created for each service to 
represent its perform

ance
T

his allow
 a better interpretation of netw

ork inform
ation 

into hum
an m

anageable form
 and help to interpret 

high level m
anagem

ent objectives
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P
olicy B

ased M
anagem

ent

A
n event is received: P

erf=
 5

A
 policy has been set:

F
or this kind of service, if the perf<

 6, find an 
im

provem
ent!

T
his event is converted into P

roblem
:

W
e insert in the K

B
 the fact: there is 

perform
ance problem

 concerning such kind of 
service on this host.

T
he decision engine com

pute som
e solutions 

and propose a list to the operator
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M
ake your system

 
clever

Intuitively, hum
an correlate easily a red flashing lighton their 

supervision console w
ith the 200 incident tickets queuing...

B
ut w

hat for a m
achine?

W
e need to «

explain
»

that an over passed threshold m
eans a 

perform
ance problem

!
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E
nhance the system

 w
ith cognitive capacities

It consists in using m
odels to capture know

ledge
relating 

to netw
ork capacities, environm

ental constraints, 
business objectives...

...together w
ith ontological engineering to provide inference 

capabilities
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O
ntologies: to bridge a gap betw

een sem
antic and in

ference issues

A
n ontology

is a data m
odel that represents a set of 

concepts w
ithin a dom

ain
and the relationships betw

een 
those concepts. It is used to reason about the objects 
w

ithin that dom
ain. 

U
sually, a data m

odel m
ay have m

any ontologies: w
e use  

ontologies to represent relationships and sem
antics 

w
hich cannot be represented using inform

ation language 
as U

M
L.

H
ow

 to describe: «
is sim

ilar to
», «

is a kind of»
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T
he C

ognitive capacities:Introduction to P
rolog and

 R
D

F

A
 typical P

rolog program
 w

ill form
 a know

ledge base --
a database of facts and rules

w
hich is used as a 

basis for inferences. T
o initiate com

putations, you 
just  query the know

ledge base. 
couldS

olveP
roblem

InS
uchA

S
cope(forceF

reeU
nusedC

hannels, 
'IP

T
V

').
couldS

olveP
roblem

InS
uchA

S
cope(InstallS

ecurityP
atch, 'S

ecurity').
couldS

olveP
roblem

InS
uchA

S
cope(S

tartA
pplication, 'A

nyS
cope').

E
ach line in this program

 asserts a fact. 
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C
ognitive capacities

O
nce the know

ledge base populated, w
e can interrogate 

the P
rolog system

. I can enter questions and receive 
answ

ers.
?-couldS

olveP
roblem

InS
uchA

S
cope(forceF

reeU
nusedC

hannels, 'IP
T

V
').

yes
T

hat m
eans: "C

ould 'forcefreeunusedchannels'solve problem
s related to 

IP
T

V
?"

P
rolog says, "S

ure does."
?-couldS

olveP
roblem

InS
uchA

S
cope(X

, 'S
ecurity'). 

X
 =

 'InstallS
ecurityP

atch'
yes

W
hich m

eans: "W
hat are the available action to solve a 

problem
 related to security? P

rolog found one solution 
in this know

ledge base: install a security patch
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P
rot
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B
asic concepts (m

eanings)

T
o «

understand
»

and to be able to react on changes, our 
system

 m
ust at least understand w

hat is:

�
A

 service: and how
 is it linked w

ith other services and/or 
w

ith som
e physical devices? W

hat is its status?

�
A

 problem
: w

hat kind of problem
? S

ecurity, perform
ance...

�
A

 reconfiguration action: w
hich of them

 are available? 
w

here? H
ow

 to use them
? W

hich
im

pacts on the system
 

(that m
eans from

 w
hich state to w

hich other one)?
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T
he ontology
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S
em

antic annotations to capture the know
ledge

T
o link the real w

orld w
ith this m

odel, sem
antic 

annotations are used  on real instances of 
previously m

odelled concepts.
–F

or instance a process running on a Linux host 
could be annotated as a «

D
B

 process
».

T
hus, the system

 know
s m

ore than its pid
only:

–It know
s w

hat kind of actions could be 
considered if a problem

 im
pact this process, and 

w
hich im

pacts on the linked services
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S
A

-W
S

D
L
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T
he S

tatus G
raph (cf

F
S

M
)
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R
esolution algorithm

: m
ain principle

A
i: A

tom
ic actions

{A
2, A

4, A
8}: global reconfiguration solution

S
olutions are ranked, according to relevant m

etrics 
(num

ber of actions, vulnerability, security, availability…
)
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P
erform

 the chosen solution

A
 solutions’list is presented to an operator

T
he chosen one is executed on the m

anaged 
system
D

ifferent actuators
are available:

�
S

em
antically augm

ented W
eb S

ervices
�

S
ervice Level S

pecification exchange
�

S
em

antically augm
ented N

etconfrequests
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Legacy m
anagem

ent

P
roviding that  a sem

antic description is possible, any 
legacy equipm

ent, softw
are could be seen as effector

or 
actuator

D
om

ain experts m
ust how

ever explain how
 to use this 

equipm
ent, if there are som

e preconditions and w
hat are 

the im
pacts on the m

onitored system
s: they have to 

store their know
ledge into an ontology
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S
calability

P
ossibility to deploy a hierarchy of m

anagem
ent 

console (supervision) to provide consolidated 
view

s of netw
ork and system

 availability 
(hypervision).

It rem
ains a real issue for very large and 

com
plex system

s
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B
usiness benefits

P
rovide a business view

 of the m
anaged 

Inform
ation S

ystem
D

ecrease the dow
n-tim

e
Is m

ore reliable, avoiding natural hum
an error

A
llow

 an iterative design loop to adapt the tools 
to any IS

 changes or technological im
portant 

steps.
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Q
uestions?

http://itea-energy.eu
H

ave on look!


