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Vocation

GOVERNMENT AGENCY WEBSITE 

RE-HACKED Taipei, Aug. 12 (CNA) The 

website of the National Assembly was 

hacked Thursday for the second time in a 

week, causing the paralysis of a mainframe 

computer. 

It is believed that the National Assembly's 

website was hacked by a mainland Chinese

computer specialist following a previous

intrusion Tuesday, in which some files were 

replaced. Thursday's attack was more 

serious, however, as viruses introduced into

the system by the hacker damaged computer 

. 

On Monday, March 10, IBM's technical division was 
performing a routine replacement of a defective 
electrical unit in an IBM disk system, type RVA (the 
disk system used for storage of data in DB2 database 
software), at DMdata's operating installation in Ejby. 
During the repair process, there was an electrical 
outage in the disk system, and the result was that 
operations stopped at one of the Bank's two operating 
centres (Ejby) as of 16:08 CET

November 01, Associated Press — Exchange resumes 

activity. The Tokyo Stock Exchange

(TSE) suspended trading in most stocks and bonds the 

morning of Tuesday, November 1, following a glitch in 

its transactions system, but was able to resume activity

for part of the

afternoon session. 
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General Goals

We aim at improving existing and exploiting 
enabling technologies to response to the set of 
problems of network management automation. 

The essence of Autonomic Management is the ability for a 
system to self-govern its behavior within the constraints of 

business goals that the system as the whole try to achieve
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Business goals description

To monitor business goals, the demonstrator provide tools 

to create, describe, link high-level services based on 
other services and/or network resources.

Land & Joint Division8

Have a look on services:

Low-level services:

� Hosted by a device

� Providing a « basic » function

� Monitored by SNMP/Syslog-NG/Web Services

� Characterized by a scope

High level services:

� A pure abstraction to describe the monitored system

� Depends on one or many low-level services

� Monitored by underlying performance/availability metrics 
composition

� Characterized by a scope
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Inter-domain services

Very often, one cannot manage the whole service chain: 

many actors operate to provide an end-to-end service.

That fact is represented here by the “domain” concept: 

something that we are unable to directly act on, but with 

which we could negotiate and exchange some “SLS”
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Graphical display

Services are built to monitor business oriented 
objectives

Graphs are automatically created for each service to 
represent its performance

This allow a better interpretation of network information 

into human manageable form and help to interpret 
high level management objectives
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Policy Based Management

An event is received: Perf = 5

A policy has been set:

For this kind of service, if the perf < 6, find an 

improvement!

This event is converted into Problem:

We insert in the KB the fact: there is 

performance problem concerning such kind of 

service on this host.

The decision engine compute some solutions 

and propose a list to the operator
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Make your system clever

Intuitively, human correlate easily a red flashing light on their 
supervision console with the 200 incident tickets queuing...

But what for a machine?

We need to « explain » that an over passed threshold means a 
performance problem!
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Enhance the system with cognitive capacities

It consists in using models to capture knowledge relating 
to network capacities, environmental constraints, 

business objectives...

...together with ontological engineering to provide inference 
capabilities
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Ontologies: to bridge a gap between semantic and inference issues

An ontology is a data model that represents a set of 
concepts within a domain and the relationships between 

those concepts. It is used to reason about the objects 
within that domain. 

Usually, a data model may have many ontologies: we use  

ontologies to represent relationships and semantics 

which cannot be represented using information language 
as UML.

How to describe: « is similar to », « is a kind of »
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The Cognitive capacities:Introduction to Prolog and RDF

A typical Prolog program will form a knowledge base --
a database of facts and rules which is used as a 
basis for inferences. To initiate computations, you 
just  query the knowledge base. 

couldSolveProblemInSuchAScope(forceFreeUnusedChannels, 
'IPTV').

couldSolveProblemInSuchAScope(InstallSecurityPatch, 'Security').

couldSolveProblemInSuchAScope(StartApplication, 'AnyScope').

Each line in this program asserts a fact. 
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Cognitive capacities

Once the knowledge base populated, we can interrogate 
the Prolog system. I can enter questions and receive 
answers.

?-couldSolveProblemInSuchAScope(forceFreeUnusedChannels, 'IPTV').

yes

That means: "Could 'forcefreeunusedchannels' solve problems related to 
IPTV?"

Prolog says, "Sure does."

?-couldSolveProblemInSuchAScope(X, 'Security'). 

X = 'InstallSecurityPatch'

yes

Which means: "What are the available action to solve a 
problem related to security? Prolog found one solution 
in this knowledge base: install a security patch
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Prot
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Basic concepts (meanings)

To « understand » and to be able to react on changes, our 
system must at least understand what is:

� A service: and how is it linked with other services and/or 

with some physical devices? What is its status?

� A problem: what kind of problem? Security, performance...

� A reconfiguration action: which of them are available? 
where? How to use them? Which impacts on the system 

(that means from which state to which other one)?
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The ontology
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Semantic annotations to capture the knowledge

To link the real world with this model, semantic 

annotations are used  on real instances of 

previously modelled concepts.

–For instance a process running on a Linux host 

could be annotated as a « DB process ».

Thus, the system knows more than its pid only:

–It knows what kind of actions could be 

considered if a problem impact this process, and 

which impacts on the linked services
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SA-WSDL
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The Status Graph (cf FSM)
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Resolution algorithm: main principle

Ai: Atomic actions

{A2, A4, A8}: global reconfiguration solution

Solutions are ranked, according to relevant metrics 
(number of actions, vulnerability, security, availability…)
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Perform the chosen solution

A solutions’ list is presented to an operator

The chosen one is executed on the managed 
system

Different actuators are available:

� Semantically augmented Web Services

� Service Level Specification exchange

� Semantically augmented Netconf requests
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Legacy management

Providing that  a semantic description is possible, any 

legacy equipment, software could be seen as effector or 
actuator

Domain experts must however explain how to use this 

equipment, if there are some preconditions and what are 

the impacts on the monitored systems: they have to 
store their knowledge into an ontology
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Scalability

Possibility to deploy a hierarchy of management 

console (supervision) to provide consolidated 

views of network and system availability 

(hypervision).

It remains a real issue for very large and 

complex systems
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Business benefits

Provide a business view of the managed 
Information System

Decrease the down-time

Is more reliable, avoiding natural human error

Allow an iterative design loop to adapt the tools 
to any IS changes or technological important 
steps.
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Thank you for your attention

Questions?

http://itea-energy.eu

Have on look!


