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Une panne informatique paralyse le
réeseau de Bouygues Telecom

Christophe Guillemin, publié |& 17 novembre 2004
»Tags: Technologie, Téléphone Mobile, Réseaux et télécoms

Mis a jour - Le réseau téléphonique national de I'opérateur mobile a été
victime d'une panne informatique qui a bloqué I'émission et la réception
des appels. Deux serveurs centraux fonctionnant en relais sont tombés
en panne simultanément.

Ce mercredi matin 4 6 heures, les abonnés de Bouygues Telecom ont
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November 01, Associated Press — Exchange resumes
activity. The Tokyo Stock Exchange

(TSE) suspended trading in most stocks and bonds the
morning of Tuesday, November 1, following a glitch in
its transactions system, but was able to resume activity
for part of the

afternoon session.

Nouvelle panne informatique ala
SNCF

800 terminaux de vente sur 4.000 ont été paralysés pendant plus de 24 heures

Ca corrmence 3§ faire beaucoup. La
Publicits . e
HNERS SNCF a été une nouvelle fois victime

General Goals ©
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We aim at improving existing and exploiting
enabling technologies to response to the set of
problems of network management automation.

The essence of Autonomic Management is the ability for a
system to self-govern its behavior within the constraints of

business goals that the system as the whole try to achieve
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Instinct loop
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Business goals description ©
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To monitor business goals, the demonstrator provide tools
to create, describe, link high-level services based on
other services and/or network resources.

VOD Provide
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Have a look on services: ©
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Low-level services:

Hosted by a device

Providing a « basic » function

Monitored by SNMP/Syslog-NG/Web Services
Characterized by a scope

High level services:

A pure abstraction to describe the monitored system
Depends on one or many low-level services

Monitored by underlying performance/availability metrics
composition

Characterized by a scope
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Inter-domain services (€
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Very often, one cannot manage the whole service chain:
many actors operate to provide an end-to-end service.

That fact is represented here by the “domain” concepit:
something that we are unable to directly act on, but with
which we could negotiate and exchange some “SLS”

(VOD Provide
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Graphical display ©
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Services are built to monitor business oriented
objectives

Graphs are automatically created for each service to
represent its performance

This allow a better interpretation of network information
into human manageable form and help to interpret
high level management objectives %2
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Policy Based Management®
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Event handling

Filtering

Correlation

. -
No Policy matching?

Yes

[Event To Problem Transformation]

Solution computation

Solution execution
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An event is received: Perf = 5

A policy has been set:

For this kind of service, if the perf < 6, find an
improvement!

This event is converted into Problem:

We insert in the KB the fact: there is
performance problem concerning such kind of
service on this host.

The decision engine compute some solutions
and propose a list to the operator

THALES

Make your system clever@
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Intuitively, human correlate easily a red flashing light on their

But what for a machine?
We need to « explain » that an over passed threshold means a

performance problem!
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supervision console with the 200 incident tickets queuing...
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Enhance the system with cognitive capacities ©
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It consists in using models to capture knowledge relating
to network capacities, environmental constraints,
business objectives...

...together with ontological engineering to provide inference
capabilities
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Ontologies: to bridge a gap between semantic and inference issues @
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An ontology is a data model that represents a set of

concepts within a domain and the relationships between
those concepts. It is used to reason about the objects
within that domain.

Usually, a data model may have many ontologies: we use
ontologies to represent relationships and semantics
which cannot be represented using information language
as UML.

How to describe: « is similar to », « is a kind of »
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The Cogpnitive capacities:Introduction to Prolog and RDF (¢
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A typical Prolog program will form a knowledge base --
a database of facts and rules which is used as a
basis for inferences. To initiate computations, you
just query the knowledge base.

coullg?_c‘;/}/eProb/em/nSuchAScope(forceFreeUnusedChannels,

couldSolveProbleminSuchAScope(installSecurityPatch, 'Secl{{” )
couldSolveProblemInSuchAScope(StartApplication, 'AnyScop

Each line in this program asserts a fact.
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Cognitive capacities (©
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Once the knowledge base populated, we can interrogate
the Prolog system. | can enter questions and receive
answers.

?-couldSolveProblemInSuchAScope(forceFreeUnusedChannels, 'IPTV').
yes

That means: "Could 'forcefreeunusedchannels' solve problems related to
IPTV?"

Prolog says, "Sure does."
?-couldSolveProblemInSuchAScope(X, 'Security’). ((@))
X = 'InstallSecurityPatch’
yes
Which means: "What are the available action to solve a
problem related to security? Prolog found one solution
in this knowledge base: install a security patch
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Basic concepts (meanings)@

I_I_l

To « understand » and to be able to react on changes, our

system must at least understand what is:

B A service: and how is it linked with other services and/or

with some physical devices? What is its status?
B A problem: what kind of problem? Security, performance...

B A reconfiguration action: which of them are available?
where? How to use them? Which impacts on the system

(that means from which state to which other one)?

Land & Joint Division

THALES




owl:Thing
| ¥ I Action
w ) DiffusedAction
@ QoSReconf
) ManualAction
¥ ) NamedAction
¥ ) IFTVActions

@ Manitor
p 0 MetworkAction
w ) sLaAction
) SLS_Request
¥ ) SoftwareAction
) AlertAdministrator
) ApplyFatch
) BlockAppli
0 ChkConfig
) Portknocking
w () PULSEActions

p 0 RedundanceAction
O startappli
O StopAppli
¥ ) SystemAction
) ApplyOsPatch
) CloneAction

Land & Joint Division

) freeUnusedChannelsAction

) CheckSecurityUpdateMatc
) DownloadSecurityUpdate

FlupCl Ly | m 1

[ »

rdfs:comment Askto PULSE serverto dowload a iven security upclate

) forceFreeChannelfction ﬁ ﬁ Q: ®.

) PULSEActions

E) coutGene has 10

E) coutRisqueSecurite has 10

E) coutTemps has 100

) hasPrecondition some not Blocked

E) hasPrecondition some UpdateNeeded

| |E) hasPrecondition some not PatchAvailable
E) makeStateTransitionTo some PatchAvailable

hasCoal some Reconfiguration
sAppliquesur some softwareScope

& @ i s @

() CheckSecuritypdateMatch

THALES

1, Semantic annotations to capture the knowledge @

\/“’/\Qf)ﬂ

Land & Joint Division

To link the real world with this model, semantic
annotations are used on real instances of
previously modelled concepts.

For instance a process running on a Linux host
could be annotated as a « DB process ».

Thus, the system knows more than its pid only:

It knows what kind of actions could be
considered if a problem impact this process, and
which impacts on the linked services
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SA-WSDL ©
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xmlns: sawsdl="http://www.w3.org/2002 /ws/sawsdl/spec/sawsdl#"
xmlns:xsd="http://www.w3.o0rg/2001/XML5chema"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

xmlns: tns="http://www.thales.com/tai/Energy">

<wsdl: types>
<xsd:schema targetNamespace="http://www.thales.com/tai/Energy"
xmlns:sawsdl="http: //www.w3.org/2002 /ws/sawsdl/spec/sawsdl?
elementFormDefaul t="unqualified"
attributeFormDefaul t="unqualified">
<xsd:complexType name="AscendingRequest'>
<xsd:sequence>
<xsd:element type="xsd:string" name="param"/>
</xsd: sequence>
</xsd: complexType>
<xsd:complexType name="AscendingResponse'>
<xsd:sequence>
<xsd:element type="xsd:int" name="param"
sawsdl :modelReference="http://www.thales.com/energy. owl#Performance" />
</xsd:sequence>
</xsd: complexType>
<xsd:complexType name="DescendingRequest'>
<xsd:sequence>
<xsd:element type="xsd:string" name="param"/>
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Resolution algorithm: main principle @
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Ai: Atomic actions
{A2, A4, A8}: global reconfiguration solution
Solutions are ranked, according to relevant metrics
(number of actions, vulnerability, security, availability...)
(23) Land & Joint Division THALES
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A solutions’ list is presented to an operator

The chosen one is executed on the managed
system

Different actuators are available:

B Semantically augmented Web Services

B Service Level Specification exchange

B Semantically augmented Netconf requests
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Legacy management (©
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Providing that a semantic description is possible, any
legacy equipment, software could be seen as effector or
actuator

Domain experts must however explain how to use this
equipment, if there are some preconditions and what are
the impacts on the monitored systems: they have to
store their knowledge into an ontology
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Scalability ©
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Possibility to deploy a hierarchy of managemen
console (supervision) to provide consolidated
views of network and system availability
(hypervision).

It remains a real issue for very large and
complex systems
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Business benefits ©
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Provide a business view of the managed
Information System
Decrease the down-time
Is more reliable, avoiding natural human error
Allow an iterative design loop to adapt the tools
to any IS changes or technological important
steps.
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Thank you for your attention

Q@ns?

http://itea-energy.eu
Have on look!
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