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Problems about privacy protection

 Personal information Is easy to obtain.

— Profiling technology from stored personal information has
been developed.

— Utilization of sensor technology and its applications has
been developed.

 Services using personal information are being developed.
— Companies want to actively use personal information.

— People have anxieties about handling their own personal
Information.

« |CT technologies are widely used in our daily life.

— Users require higher security, also want to avoid any
problems.

— ICT systems, operation, and management are becoming
more complex.
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Anxiety about providing personal information

» Concerned about personal information protection
— strongly concerned ==+ 60%
— partially concerned = - - 38%

« Hesitant to let others know...

— annual income, financial situation, amount of tax- - -
88%

— family structure and relatives = == 81%
— telephone number = -+ 81%
 Anxious about providing personal information to...
— governments === 49%
— private companies ==+ 83%

-y

[source] e-monitor questionnaire, Bureau of Citizens and Culture (2004)
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Solution

Aiming to make “security” and “information
utilization” compatible using applied
cryptographic technologies

» Secure Circuit Evaluation

v’ Technology that can compute any logical
circuit while keeping the input data secret

» |dentity-Based Encryption: IBE

v’ A cryptographic technology that can use a user
string as a receiver’s public key

® NTT ;
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What is Secure Circuit Evaluation?

technology

v" Cryptographic technology to implement any logical circuit
while keeping input data secret

— Itis hard to obtain the original data even if the memory is dumped
— Because it can compute any circuit, it can be used for a general-purpose

v" No special hardware is required because it is a software

encrypted input
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Why It computes without original data?

* The cryptographic technology called “multi-party-protocol” realizes it

— When there are more than one participant, they can dialogically compute
while keeping original data secret if they agree with each other
— Agreements in multi-party-protocol
« Any participants never reconstruct encrypted input data
» The desired result is only decrypted

— If more participants than the threshold agree illegally, the original data are
reconstructed. Therefore, it is needed to assign proper participants

Data providers (Consumer) Data users
SElfely ecological
consumption Answ statistics
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AKey Tor [
encryption of
provision data

generating one Multl—pa rty
public key Computing
from private ..
keys of all participants
participants
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Application to Census

encrypted census encrypted census __. encrypted census
data of family A data of family B data of family C
/
statist

@I processes (counting, cross counting, average, varia/r ce...)

—

statistics

.

The risk that individual family information leaks
to others (including census taker) goes away
= preventing privacy invasion technologically

I 4
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Application to Targeting AD
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Multi party computing participants
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Open Issue (1)

e Performances

—About 6.5 milliseconds per one gate operation

« Atrial by NTT with two party model
— Four Intel Xeon 2.8GHzs per one party

—Although 1t doesn’t have today’s average computer
performance, it i1s now test level for some applications
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Open Issue (2)

e Merits of Secure Circuit Evaluation i1s not
visible / not popular yet

— It 1s difficult to understand the secure evaluation

— It 1s difficult to understand how the multi-party
protocol secures the computation

— Few deployments in the real market

s
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What is Identity-Based Encryption (IBE) ?

2 .

N o

v'User ID string can be used as a public key.
1. No need for receivers to register public key.

need

3. Enables private key generation after receiving an encrypted message.

f or senders to obtain |1

Private Key Generator (PKG) encryption with ID string as public key.

Point (3)

Enables private key generation after

Point

=

Sender

Alice

2

No need for sender to obtain receiver’s A
public key if receiver’s ID string is known.

f { Private key J

generation

\®’
L—7

MBobobds

Private Key | |[Recei ver
Request | Private Key

A

Encryption with :
D stri Recelver .
> Bob ID string

Public Information: bob@example.com

Point (1) User ID string can be used as a public key.
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Ordinal E-mail Encryption

- E-mail encryption is becoming more widely understood.

- But troublesome public key registration discourages widespread use.

Certificate Authority (CA)

[ Generate ]C

Certificate

(Step 2) Obtain
Bobds Public ey Certh

(Step 1) Register
fi@astomos Public Key

e Authentication
Public Key Registration Generate Key Pair

(Public, Private)

L

Alice (Step 3) Send

[ Encrypt ] Encrypted E-mail

with Bobods %ic Key/vith)Bobc“)s Priva

Bob

For sending encrypted messages:
« The receiver Bob must register his public key first.

@NTT « ThesenderAlcemust obt ai npublielkegdentifecate $
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IBE E-mall

- No need for Alice to wait for Bob’s preparation in encrypting and sending messages.

- Receiver Bob can obtain his private key after receiving an encrypted E-mail.

(Steps 2 and 3 can be changed.)

Private Key Generator (PKG) _Generate Private Key |

PKG Master Secret +PKG Public Info [Input]
= Receiver 6s I D (bob@exa
(Step 1) Obtain B— PKG Master Secret
_ [Output]
Private Key € n e==ant QSBobdés Private Key (Pri
Public Information

(Pub_PKG) ID (Step 3) Obtain

PKG Public Info (Pub_PKG)

(Step 2) Send Bobo6s Private Ke)

Encrypted E-mail

@,

(M) | Alice | guidd > Bob
[ Encrypt ] [ Decrypt ] bob@example.com
[Input] Cinhertext (C
Plaintext (M) _Slp er e>|( f( )V [Input]
PKG Public Info (Pub_PKG) - Session Info (V) Ciphertext (C)

Bobds I D string (bob@exampl e.P&K®FRPuplicInfo(Pub PKG)

Random Number (1) Session Info (V)
[Output] Bobds Private Key
Ciphertext (C) [Output]
® NTT session Information V) Plaintext (M)
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HIBE: Hierarchical IBE

v' Enhance decryption range along with ID layering structure.

1. Encryption with layered ID string.

2. Private key generation along with ID layering structure from top to bottom.

3. Ciphertext encrypted with lower layer ID string can be decrypted with
decryption key for upper layer ID string.

Private Key Generator

Decryption key ID Hierarchy
E (P|_<_G) MforlD:x
St S . ID = x /\ Top Layer
Private Key VN el Tl
Generation VN S ) 6/{\
(secret for decryption) ' RN Decrypiion-key
\ K % for ID = xB ) X
. \\ \\ Decryption kéy\ _ ) _
Decryption key ", NforD=xA Il D =xA I 0 =6 Middle/Lower
forID =xAl (4 Layer
\ \/
User Layer
ID=xA1 ID=xA2 ID=xA3 /ID=xB1 ID=xB2 |D=xB3
Encyplion 8 Wy I 0B B
,' 0 Encryption. .~ ¢
Encryption  encryption TP Encryption .,/
@nNrT Encryption by i XAl1) o EncryptixBB) dy
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HIBE (Hierarchical IBE) mechanism

Ciphertext encrypted with lower layer ID string
can be decrypted with decryption key for upper layer ID string.
[Private (Decryption) Key Generation] [Private (Decryption) Key Generation]
Public
Public X | eeeesssnsenns > Key 1 X | eeeeeeeeeees >
}E;))/ 1 Decryption Derive (X) Decryption Derive
Keyl Public Keyl
Public \ .......................... > Key 2 \ ................... sfeeep
Key 2 A 5 - (XA) A ! O/’ﬁ
ecryption Ecryption :
(XA) Key, g g Derive by g P Derive
Public
Public | 1 ] ............................ > (% Key3 | 1 Ll e ot
Key 3 Decryption (XAl) Decrvotion Kev 3
(xA1) Key 3 RIS
v - Plaintext . . y
Fo---- +  Detrypt plaintext —{ Encrypt -[» CPher > becrypt = Plaintext
: (Success!) text (Success!)
1 I—
' \ 4 : Plaintext ; x
: Plaintext 2 Encrvot 4+ CPher] Decrypd .
| T Decrypt uccess!) v | &, - (F;'fégégﬁg
Plaintext Cilphé v _ : v
—>Encrypt=»| o [~*| Decrypt |_Plaintext “----» Decrypt [=—» ?7?
(Success!) (Fail!)
[Encrypt / Decrypt] [Encrypt / Decrypt]

Copyright 2008 NTT Laboratories 14




Application of HIBE (Hierarchical IBE)

Audit System Requirements

» controlled access to data
» data confidentiality

Conventional cryptographic approach

»data encryption with each user o6s
» auditor has to use individual keys for decryption

Decryption /?crypted userinfo N

with individual key | [™~—___ (e, log data)

i = = -

Auditors

F t -? \
P - 8
N S

[Problem] Encryption withe g'chi uggr 0s

Use of individual keys causes | R I

complex key management issue 8 R 8 x
Kthat would result in high running cost.

@NTT Users
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Application of HIBE (Hierarchical IBE)

A Solution for Audit System by Applying HIBE
Every authority in the audit system is given a key depending on his or her access permission.

Private Key A TS
(1) Encrypted user info

Generator
Get Audit Authority

' (e decryption
key

m

— N\

y A—

encrypted
data

e (é:ﬁ encdry{)ted
zo .| %
encrypted
. data . ]
Decryption key Encrypt'{on using ea¢h unigque |D

generation R R /}{ x 8 x

Users

->> Decryption with 6;5

Decryption using upper layer key

Merits of HIBE

For auditors: For users:
Simple key management Privacy is protected

©) NTT
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Open Issues

* Improved Performance

— IBE: Identity-Based Encryption
« IBE decryption can be as fast as that of RSA in some specific cases.
» Not fast enough in general cases yet, so needs improvement.

— HIBE: Hierarchical IBE

« Slows down as hierarchy grows.
 |deas for efficient implementation desired.

 Accumulation of case studies

— We remain in the opening era of IBE and must learn more
through experiments and demonstrations before moving to
application in the real world.

Mid-term Goal:
Pursue high performance in specific applications
and increase our experience though demonstrative experiments.

O NTT
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Thank You.
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Key Sharing using ldentity-Based Encryption

e(Pp, Q)" = e(Sp, V)

Pairing function e(,)
Input: a pair of elliptic curve points (ECPSs)

Output: integer

PKG Private Key Generator

Alice B

’

H(): Hash function + &°~

mapping to elliptic curve point (ECP)
ID: Bob’s mail address
Po: ECP mapped from ID

- Generate random number :r (integer)

-PKG master secret: [s]
- PKG public information: [P, Q = sP]

Private Key Generation

P =H(ID)
Sp =SPpp

N\ v )
Obtain private key™, *._ ID. Authenticate

Sp 4 ™
ID=bob@example.com

Bob

-Compute Bob’s ECP: P, = H(ID) [ -Obtain private key s,
-Session information: V =rP for ID=bob@example.com
- Common key =e(P, Q) - Common key =e(S
{C,V} (WAl
\ 4 v)
-Ciphertext: C=M - key ] OCOT;T,];Q;,CS“O”)* Plaintext: M =C/key

O NTT
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