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Problems about privacy protection

A Personal information is easy to obtain.

I Profiling technology from stored personal information has
been developed.

I Utilization of sensor technology and its applications has
been developed.

A Services using personal information are being developed.
I Companies want to actively use personal information.

I People have anxieties about handling their own personal
Information.

A ICT technologies are widely used in our daily life.

I Users require higher security, also want to avoid any
problems.

I ICT systems, operation, and management are becoming
more complex.
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Anxiety about providing personal information

A Concerned about personal information protection
I strongly concerned 60%
I partially concerned 38%

A Hesitant to let others know...

I annual income, financial situation, amount of tax
88%

I family structure and relatives 81%
I telephone number 81%
A Anxious about providing personal information to...
I governments 49%
I private companies 83%
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source e-monitor questionnaire, Bureau of Citizens and Culture 2004
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Solution

Al ming to make Nnsecur
uti l i zati ono compat.
cryptographic technologies

U Secure Circuit Evaluation

V Technology that can compute any logical
circuit while keeping the input data secret

U ldentity-Based Encryption: IBE

V A cryptographic technology that can use a user
| D string as a receilve
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What is Secure Circuit Evaluation?

technology

V Cryptographic technology to implement any logical circuit
while keeping input data secret

I Itis hard to obtain the original data even if the memory is dumped
I Because it can compute any circuit, it can be used for a geneaise

V No special hardware is required because it is a software

encrypted input

-~

encrypted outﬁut

O NTT K

?

\\ \\\\
? ?

{ !
operation 1 7
2 s
! operation 2 -
--------- 2.
decode
|

operation result/

—

»O
AR ]
— —
==
m=ms
AN m=ms

\

An adversary can not reaf
the original data even if ht
peeps the internal

processes or states
7

\U

Copyright 2008 Laboratories




Why it computes without original data?

A The cryptographic -paeyphmoloc®y 0c a lela

I When there are more than one participant, they can dialogically comput
while keeping original data secret if they agree with each other
I Agreements in muHparty-protocol
A Any participants never reconstruct encrypted input data
A The desired result is only decrypted

i If more participants than the threshold agree illegally, the original data ai
reconstructed. Therefore, it is needed to assign proper participants

Data providers (Consumer) Data users

energy ecological
consumption Answ statistics
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generating one Multi-party
public key Computing
from private ..
keys of all participants
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Application to Census

encrypted census encrypted census encrypted census
data of family A data of family B data of family C
/
statist

—

statistics

.

@I processes counting, cross counting, average, varia/r ce...

The risk that individual family information leaks
to others (including census taker) goes away
t preventing privacy invasion technologically
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Application to Targeting AD
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Open Issue (1)

APerformances

I About 6.5 milliseconds per one gate opere
AA trial by NTT with two party model
I Four Intel Xeon 2.8GHzs per one party
IAl 't hough 1t doesnot have to
performance, it is now test level for some applications
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Open Issue (2)

A Merits of Secure Circuit Evaluation is not
VISIb|e / not popular yet

t 1s difficult to understand
t 1s difficult to understand

the secure evaluation
how the mulbarty

nrotocol secures the com

putation

~ew deployments in the real market
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What is Identity -Based Encryptionp IBEP K

1R QHHG

V User ID string can be used as a public key.

1. No need for receivers to register public key.
IRU VHQGHUVY WR REWDLQ UHFHLYY
3. Enables private key generation after receiving an encrypted message.

Point (3)

Enables private key generation after

Private Key Generator (PKG) encryption with ID string as public key.
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Private Key | | SHFHLYHUT
Request

| Private Key

Receiver
Bob ID string

Public Information bob@example.com

Point (1) User ID string can be used as a public key.
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