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Network Security Projects in Japan

1. Traceback System to find out DDoS, BOT senders

2. Next Generation Backbone to keep stable backbone even
In abnormal traffic condition caused by DDoS

3. Bandwidth Control Solution to break a business model of
spammers.
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Dependable network for secure service

A Nowadays Problems in ICT infrastructure
I Spam mail, cyber terrorism, BOT, mail virus, DDo
I Mistakenly configured routes in BGP, Traffic@ a certain
application, P2P
A Two national projects in Japan are on-goi
problems.
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and Communications
[ Through system technologies and coordination scheme among

network operators & ISP & users, we can solve many of security

iIncidents by malicious network use or inevitable faults caused by
human, machine.
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Traceback System Project

AfiTraceback System for the I nterne
I R&D project funded by NICT
[ 2005-2007 YR&D ;2 021000Y8Fi el d Trial in real

A Obijectives

I Find out originators of malicious packets (DDoS, Virus) when requested
by victim servers

IP source address is easily spoofed. Therefore, network wide trace is
inevitable to find out real senders of malicious packets.

A ltcan

I detect DDoS attack, BOT attack, harmful packets sent
I find out spammers, intrusion routes of crackers

IP source address is
easily spoofed.
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System View

A In 2007, research teams have finished basic design of
traceback algorithm, system integration and part of its
feasibility check.
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